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Abstract

Ensuring reliability in data survivability schemes for storage systems is challenging due to limited
resources. A key part of reliability analysis is selecting a suitable mathematical representation, such
as the structure-function. The structure-function maps the overall system state based on the states of
its components and can effectively describe systems of various complexities. Many techniques and
algorithms depend on identifying all minimal path sets (MPSs) and minimal cut sets (MCSs) to
construct the structure and bounds in two-terminal systems. The upper and lower bounds are
essential for demonstrating critical states in the system and for the reliability analysis of storage
systems. This paper presents three mathematical algorithms for analyzing storage system reliability.
The first two algorithms identify MPSs and MCSs using the connection and adjacency matrices of
the system’s graph. The third algorithm determines critical states of the reliability function by using
the single-variable inversion (SVI) method for the MPSs and MCSs, helping to establish the system’s
reliability bounds. The analysis focuses on finding the greatest lower bound (GLB) and the least upper
bound (LUB) for reliability. Storage systems are used to demonstrate the computation of MPSs and
MCSs and reliability bounds. These algorithms effectively identify the MPSs and MCSs, calculate
their bounds, and visually and numerically represent the results.

Keywords: Minimal paths, minimal cuts, system reliability, sum-of-disjoint
products technique, reliability bounds, storage system.

I. Introduction

The structure function is a valuable tool that defines the relationship between a system's
performance and the condition of its components. Modeling a repairable system with multiple
components in a stationary state provides an important understanding of system reliability.
Notably, the structure function can be interpreted as a Boolean function, which has the advantage
of offering a time-independent mathematical representation [1-4]. This characteristic allows us to
apply established techniques from Boolean algebra, simplifying the evaluation and enhancement of
the system's reliability [5-8]. Effective techniques have been developed for reliability analysis using

Boolean algebra, which includes defining MPSs and MCSs, calculating frequency characteristics of
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system reliability, and determining importance measures [5, 9]. However, a disadvantage of these
methods is that they analyze the system only in a stationary state. Fratta and Montanari [1]
introduced the sum-of-disjoint-products (SDP) approach, later refined by Abraham [10]. This
technique is commonly used to assess the reliability bounds of two-terminal systems and has been
discussed by various researchers [11-16]. Mutar [17] provides a contemporary evaluation of reliability
bounds for coherent binary systems, comparing different reliability bounds based on dynamic,
mathematical, and efficiency measures. Kumar [18] presents a highly reliable derivative operational
matrix method for obtaining approximate solutions to initial and boundary value problems using
modified Lucas wavelets. This approach offers greater accuracy and reliability in the results
compared to previously available methods. This study leveraging SDP techniques, this approach not
only establishes reliable bounds but also incorporates significant advancements through the use of
MPSs and MCSs.

The data storage system is a vital part of any information system, as it contains all the essential
data needed for its effective operation. Therefore, it is crucial to assess its reliability. Al-Awami and
Hassanein [19] delve into the architecture of data survivability systems that leverage decentralized
storage within wireless sensor networks. Rusnak et al. [20] introduce a groundbreaking derivative
for survival signatures, paving the way for a new method of reliability analysis focused on storage
system failures caused by component breakdowns. Additionally, Rusnak et al. [21] present a
reliability analysis for data storage that utilizes various types of hard disk drives. The analysis also
explores multiple methods of storing data across different disks using a redundant array of
independent disks. Mutar [22] addresses the problem of improving the reliability and performance
of storage systems by incorporating two types of components with different distributions. Rusnak
et al. [23] present a new technique for calculating structural importance measures of storage systems
using the survival signature and direct partial logical derivatives.

The objective of this paper is to present three interconnected mathematical algorithms for
analyzing the reliability of storage systems. The first and second algorithms aim to identify MPSs
and MCSs of the system by utilizing the connection matrix and the adjacency matrix of the system's
graph, as well as various algebraic properties. The third algorithm extracts the critical states of the
system's reliability function by summing disjoint sets of MPSs and MCSs, which helps determine
the system's reliability bounds. The reliability bounds analysis focuses on finding both the GLB and
the LUB for system reliability. Furthermore, a reliability bounds calculation for data storage can
involve different types of hard disk drives and various techniques for storing data across multiple
disks using a redundant array of independent disks, is provided to illustrate the analysis process for
the GLB and LUB for system reliability.

The paper is structured as follows: Section II introduces the basic characterizations, formulas,
notations, and construction of system reliability. It also presents three interconnected mathematical
algorithms for constructing all MPSs and MCSs of the system and using the SVI algorithm for the
MPSs and MCSs. Furthermore, mathematical relationships for computing bounds utilizing the
disjoint product form are provided. Section III applies the proposed algorithms to calculate all MPSs
and MCSs, as well as using the SVI algorithm for the MPSs and MCSs. A simple storage system is
used as an example to demonstrate how reliability bounds can be computed, along with numerical
comparisons of these bounds. Section IV discusses the application of the proposed algorithms to

bridge the design of storage systems. Finally, Section V concludes the paper.
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II. Preliminaries

This section introduces the main concept of using a matrix-based approach to generate all MPSs and
MCSs of systems. An algorithm is formulated to construct disjoint product terms. Additionally, the
system's reliability bounds are determined, focusing on the GLB and LUB for system reliability. The
following provides the details.

I. System representation

Consider a system composed of n components that are either functioning in a stable state or being
monitored over a specific period. Each component, along with the system operates in one of two
essential states: it is either fully functional, represented by “1”, or it has failed, represented by “0”.
A structure function in Eq. (1) defines the vital relationship between the system and the performance
of its components.

¢(.X') = ¢(X1,X2, ""xn): {0'1}71 — {0'1} (1)

In this context, x; represents the state of component i, where i = 1,2,...,n. The state vector of all
component states is denoted as x = (x4, x2, ..., x4). The reliability of the i-th component, represented
in Eq. (2), is defined as the probability that the i-th component is functioning, given by:

r; = Pr{x; = 1} (2)

Moreover, the unreliability of the component, defined as the probability of component failure, is
described in Eq. (3) as follows:

7=Pr{x;=0}=1-n 3

The reliability and unreliability of the system, as detailed in Eqgs. (4)-(5), are defined using the
structure function as follows:

R; = Pr{¢p(x) = 1} 4)
Ry =Pr{¢(x) =0} =1—Rs )

There are various algorithms available for calculating system reliability in Eq. (4) and unreliability
in Eq. (5). Evaluating the reliability of complex systems requires the use of computationally intensive
techniques, such as Path Tracing and Cut methods [5, 9, 24]. MPSs and MCSs are valuable tools in
probabilistic reliability analysis. They help identify minimal failure scenarios and are essential for
fault tree analysis. Additionally, these techniques enhance the quantification aspect of importance
analysis.

Definition 2.1. A path set is a collection of components that must work together to ensure the system
operates correctly, especially when the system has experienced a fault. A path set is considered MPSs
if no component can be removed without affecting its ability to maintain the system's operational
status.

A system is classified as functional when all components within at least one MPSs (Py, P,, ..., Py,,) are
fully operational, as defined in Definition 2.1. Understanding this concept is essential because it
enables us to calculate the system's reliability accurately. The system's reliability can be calculated
using the following expression:
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Np
Rg=Pr{P,UP,U..UPy, < Z Pr{P;} (6)
=1

In this context, Np represents the total number of MPSs within the system, while P; (where j =
1,2,..., Np) refers to a specific MPS.

Definition 2.2. A cut set is a collection of components whose simultaneous failure leads to a fault in
the system, assuming the system was operational beforehand. A cut set is considered MCSs if no
component can be removed from it without altering its status as a cut set.

Based on Definition 2.2, the system fails when every component in at least one MCS has failed. Thus,
if the system contains N, of MCSs, the unreliability of the system can be considered as follows:

N¢
Rg=Pr{C;UC,U..UCy, < Z Pr{C;} @)
j=1
where C;, for j = 1,2,..., N, represents a specific MCS within the system. By utilizing Eqgs. (6) and
(7), the boundary values for the system's reliability can be effectively estimated as follows:

Np Nc¢
> pr{p} <Ry <1- ) Pr(c) ®)
j=1 j=1

When individual system components exhibit high reliability, using the left side of the relation in Eq.
(8) is an effective technique for accurately estimating the overall system reliability.

II. Construction of MPSs and MCSs

A system can be represented using the mathematical notation of a graph G = (V,E), where V =
{1,2, ..., m} denotes the set of nodes and E = {xy, x,, ..., x,} denotes the set of edges (or components),
which connect the nodes. This graph includes two terminal nodes: a source and a sink. The system
graph G supports identifying all MPSs and MCSs between the source and sink nodes.

Definition 2.3. Let G be a graph representing a two-terminal system with vertex set V = {1, 2, ..., m}
and edge set E = {xy, X, ..., X, }. The Connection Matrix, denoted as CM = [e;;], is an m X m matrix
with rows and columns indexed by the elements of V. The element e;; is defined as follows:

1, ifi =j,
e = Z X, ifthere are edges from node i to node j, 9)
XKEE
k 0, otherwise

The element in Eq. (9) can be used to define the CM matrix as follows:

1 2 .. m
1 1 ez  Cim
CM =2 €5 1 ) (10)
m lent €m2 w1

The CM matrix in Eq. (10) provides an algebraic representation of a system, assisting in identifying
minimal path sets P;, P,, ..., Py, through algebraic properties. To determine all MPSs of a system
based on its graph, the following steps (Algorithm 1) can be utilized:

Step 1: Determine the CM matrix of the system graph's using Definition 2.3.
Step 2: Remove the first column and the last row from the CM matrix to obtain a new matrix (S).
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Step 3: Define the system success determinant (det(S)), which represents the sum of all MPSs.

det(S) = Z(_I)Hjeij det (M;;)
=1

:i(—l)"”eu 1_[ det (M;;)
=1

eijeMij
m
ZZ(_l)Hij (11)
j=1

In this context, M;; in Eq. (11) refers to the minor of the element e;;, which is computed as the
determinant of the (m — 1) X (m — 1) matrix derived by removing the ith row and the ith column
from the CM matrix. On the other hand, the MCSs ( Cy, C,, ...,CNC) can be identified using the
adjacency matrix (AM).

Definition 2.4: Let G be a graph representing a two-terminal system with vertex set V = {1, 2, ..., m}
and edge set E = {xy, X3, ..., X, }. The adjacency matrix, AM = [e;;], is the m-by-m matrix whose rows
and columns are indexed by the elements of V. The element ¢;; is defined as follows:

1_[ Xy , if there are edges from node i to node j,
€ij =\ x€k (12)
0, otherwise

The element in Eq. (12) can be utilized to determine the AM matrix as follows:

1 2 .. m
1 0 ez - Cim
AM = 2 321 0 eZm (13)
m len eme . 0

The AM matrix in Eq. (13) provides an algebraic representation of a system, assisting in identifying
MCSs: (4, Cy, ..., Cy,. through algebraic properties. To determine all MCSs of a system based on its
graph, the following steps (Algorithm 2) can be utilized:

Step 1: Determine the AM matrix of the system graph using Definition 2.4.

Step 2: Multiply all the entries in the first row and multiply all the entries in the last column to obtain
two MCSs.

Step 3: Construct a set § that contains all combinations of columns ranging from order 2 to n-1. This
set is crucial for generating every possible MCS, offering valuable alternatives to the MCSs
obtained in step 2.

Step 4: Eliminate combinations from set § that contribute to redundancy or do not qualify as MCSs
by adhering to the following rules:

1. If the combination consists only of columns with zero entries in the first row, it should be
removed. Keeping these combinations would result in MCSs already included in those
generated in step 2.

2. If the combination includes rows with non-zero symbols in the last column, it must also
be deleted. These combinations would create MCSs that overlap with the ones generated in
step 2.

Step 5: Pick one combination from the set § identified in Step 4. Then, collect all the link labels from
the rows associated with both row 1 and the chosen combination while excluding the
columns represented by that combination. This process will allow create a new MCS.

Step 6: Repeat step 5 for all the other combinations in set §.
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III. SV1 algorithm

The SVI algorithm estimates the probability of multiple events happening at once by identifying the
shortest path between them. Boolean algebra is used to determine a system's reliability bounds.
Calculating exact reliability in large, complex systems can be difficult due to the numerous
calculations required, making approximative techniques necessary. The proposed algorithm
(Algorithm 3) for determining system reliability and its bounds is based on equations (7) and (8) as
follows:

Step 1: Identify all minimal path sets in the system and arrange them in ascending order, denoted
as Py, P,, ...,Pj, ,PNP.

Step 2: For the first minimal path set, P;, establish the initial decision set as Dy ; = P;, and calculate
its probability, 4y = [Iyep,, Pr {x:}-

Step 3: Set D, = P, and define the complementary set for each minimal path P;, specifically P; —
Dy; = {x_a|x_.a € Pjand x, & D;;}, where the indices satisfy 0 < s < j < ianda =
1,2,...,n. Then
o IfP —D; ={0}thenD;; = {Dy;} and A; = HxiEDj,i Pr {x;}.
e Ifx, € Pand x, € Dy; whereXx, =1 —x, then P, — D;; = {@} and 4; = HxiEDs,i Pr {x;}.
o IfP —Dg; ={x,} thenD;; = {X,Ds;} and 4; = HxiEDj,i Pr {x;}.
o IfP —D;; ={x4,xp} fora <b <nthenD;, ={X,Ds;} and Dj,,; = {x,X,E,;} then

A= HxieDj,T Pr{x;} + l_[xieDj_T+1 Pr {x;}.
Step 4: Repeat step 3 to form 4; by comparing D;; with each P;_;.

Algorithm 3 can form a disjoint sum of the MCSs: C;, Gy, ..., Cy,. by repeating steps 1 through 5 to
achieve gjforj = 1,2,...,Nc.

IV. Reliability bounds of systems

Let 4; denote the event that all components in the j-th MPS are functioning, meaning that the j-th
MPS is operational. The system's operation relies on at least one of the MPSs functioning, which
depends on the occurrence of at least one of the events 4, 4, ..., 4y,. On the other hand, the event
p; is defined as the failure of all components in the j-th MCSs or the failure of the j-th MCS itself.
The failure of the overall system corresponds to the failure of N, for MCSs, which depends on the
occurrence of at least one of the events fy, B, ..., By.. The summation of these events represents the
system's reliability:

Np N¢
Rs= D 4=1-)f (14)
=1 =

The SDP technique is a tool for assessing system reliability in Eq. (14), offering an approach to
understanding performance. Using MPSs establishes successive lower bounds, while MCSs generate
successive upper bounds. These MPSs and MCSs are thoughtfully organized from shortest to
longest, capitalizing on a critical principle: when component reliabilities are comparable, shorter
MPSs demonstrate a significantly higher probability of success than their longer counterparts. This
insight means that the SDP method consistently delivers tighter and more reliable bounds on system
performance. The GLB (infimum) of system reliability represents the highest reliability value
achievable when at least one set of MPSs fails. In this context, the GLB of system reliability is truly
enlightening:

Np-1

Ros= ) 7 (15)
=1
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The LUB (supremum) of system reliability is the smallest value of reliability that corresponds to one
MCS. In this case, the LUB of system reliability is:

Nc—-1

Rus=1- ) B (16)
j=1

The techniques for establishing bounds on system reliability are quite effective and direct. Various
techniques can generate numerous upper bounds, allowing us to confidently select the LUB
(supremum) in Eq. (15) as a solid approximation of the system's reliability. Similarly, all lower
bounds are derived, and the GLB (infimum) in Eq. (16) for the system reliability.

III. Simple storage system

I. Model description

Consider a storage system with four components to illustrate how algorithms can be applied to
compute reliability bounds. This system consists of two parallel storage units and a communication
network, as shown in Fig. 1 [25]. Each unit has two Hard Disk Drives (HDDs) configured in a specific
structure known as a Redundant Array of Independent Disks (RAID). The first unit in the upper
path contains two HDDs arranged in a RAID-1 configuration, specifically SEAGATE ST6000DX000
and WDC WD60EFRX. In RAID-1, data is written identically to both drives, allowing data to be read
from either drive. This arrangement ensures that the system continues to operate successfully as
long as at least one drive remains functional. The second unit, located in the lower path, consists of
two HDDs configured in a RAID-0 setup, namely SEAGATE ST3000DM001 and HGST
HDS5C3030ALA [21, 26]. Unlike RAID-1, RAID-0 provides no data redundancy; instead, the unit's
capacity equals the sum of the drives' capacities. Consequently, the entire RAID-0 configuration
loses all stored data if one drive fails.

RAID-1 Disk 1

Figure 1. A schematic diagram of the simple storage system.

The algorithms outlined in Section II can be utilized to effectively identify the MPSs, minimal cuts,
and boundaries of the simple storage system. The simple storage system shown in Fig. 1 is
represented by its reliability graph, as depicted in Fig. 2.

Input Output

X3 Xa

Figure 2. A graph of the simple storage system in Fig. 1.
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II. The MPSs and MCSs of the storage system.

The MPSs of the storage system depicted in Fig. 2 can be efficiently identified by applying the
Algorithm 1 outlined in subsection II. The first step involves constructing the CM matrix as defined
in Definition 2.3, specifically tailored for the system shown in Fig. 2, as follows:

1 2 3

1 [1 X3 X1+ X%

M=, o 1 X, (17)

, oo 1

To obtain the S matrix, the first column and last row of the CM matrix in Eq. (17) are removed, and
then the determinant of S is calculated as follows:

_ x3 x1 + xz
5=l ] (18)
det(S) = x; + x; — x3%, (19)

The Eq. (18) and Eq. (19) leads to the identification of three MPSs: P; = {x;},P, = {x,}and P; =
{x3,x,}. Furthermore, the MCSs of the system illustrated in Fig. 2 can be efficiently identified using
the Algorithm 2 described in subsection II. The first step is to construct the AM matrix according to
Definition 2.4, specifically designed for the system presented in Fig. 2, as explained below:

1 2 3
1 [0 X3 X1X2
AM =, |0 0 «x, (20)
0 0 0

In the second step of the Algorithm 2 based on Eq. (20), we identify two MCSs: C; =
{x1x,x3} and C3 = {x;x,x,}. The algorithm then stops because there are no further MCSs.

III. The GLB and LUB of the storage system
The reliability function and the GLB of the system depicted in Fig. 2 can be calculated using the
MPSs and the third algorithm as follows:

Step 1: Define all MPSs based on order, such that P; = {x;}, P, = {x,} and P; = {x3, x,}.
Step 2: For P, = {x,} assume that Dy, = P;

2 Ay = 1_[ Prix}=r

xiEDO'I

Step 3: For P, = {x,} assume that Dy, = P,

- PL =Dy, ={x;} = Dy, = {x_1D0,2} ={Xnx} =>4 = l—[ Pr {x;} =i,

Xi€D1,2

Step 4: For P; = {x3,x,} assume that Dy 3 = P;

~ Py —=Do3={x;} =+ D3 = {X_1D0,3} = Dy 3 = {X1, X3, %4}

wPy—=Di3={x} = Dy3 = {@Dls} = {X1, %3, X3, %4} = A3 = 1_[ Pr{x;} = ipmn

Xl'ED2'3
Additionally, the reliability function and the LUB of the system illustrated in Fig. 2 can be computed
using the MCSs and the third algorithm as follows:

Step 1: Define all MCSs based on order, such that C; = {X3, %5, X3} and C, = {X1,%; , X}
Step 2: For C; = {X7,%;, X3} assume that Dy; = C;
o= || Provy=mmm
x,:EDO'I

Step 3: For C, = {X1, X, ,X,} assume that Dy, = C,
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- Gy — Dy, = = - Dy, = {sto,z} ={X1,%; , X3, X} = B, = 1_[ Pr{x;} = nipnsty

xiEDl'z

Based on Egs. (14)-(16), the GLB, exact value, and LUB for the system reliability in Fig. 2 are provided
as follows:

Rorp =M+, =1 + 111, (21)
Rs=M+2,=1=(B1+B) =n + 7y + o137y (22)
Ryp=1-p =1-1nM (23)
Assuming that the lifetime distributions of the HDDs follow an exponential distribution with
parameter A = ﬁ, where MTTF represents the mean time to failure. Based on this data, the

company estimates individual HDD models' Annualized Failure Rate (AFR) [5, 9, 24, 27]. The AFR
demonstrates the probability of a HDD failing during a year of usage, and its connection to MTTF
in days is represented by the following equation:

MTTF — —365.25 -
~ Ln(1 — AFR) @4

The AFRs for the HDDs, evaluated by the company using data from April 2013 to December 2016,
are presented in Table 1 [25]. The MTTF values, expressed in days and necessary for calculating the
lifetime distributions of the HDDs, were derived from the AFRs by changing the data according to
the formula provided in Eq. (24).

Table 1. The AFR and MTTF values of the HDDs in the storage system shown in Fig. 1.

Component Disk name AFR MTTF [days]
X1 SEAGATE ST6000DX000 0.0143 25359
X, WDC WD60EFRX 0.0568 62460
X3 SEAGATE ST3000DMO001 0.2672 11750
X4 HGST HDS5C3030ALA 0.0082 44360

Based on Egs. (21)-(23) and the MTTFs presented in Table 1, the GLB, exact value, and LUB for the
storage system reliability in Fig. 2 are provided as follows:

RGLB — _e—0.000ZOOt + e—0.000160t + e—0.000039t (25)
RS - e—0.001073t _ e—0.001034-t _ e—0.000913t + e—0.000874t _ e—0.000ZOOt + e—0.000160t
+e—0.00004-0t (26)
RLUB — e—0.001051t _ e—0.001011t _ e—0.000891t + e—0.000851t _ e—0.000ZOOt + 6—0.000160t
+e—0.000039t (27)

The GLB, exact value, and LUB for the reliability of the storage system in Fig. 2 for the period [500,
4000] can be presented in Table 2 and Fig. 3 based on Egs. (25)-(27).

Table 2. The Ry g, Rs and Ry yp of the storage system in Fig. 1.

Time
[days] X1 X2 X3 X4 Rgip Rg Ryyg
500 0.980476 0.923070 0.653394 0.988792 0.998498 0.999468 0.999479
1000 0.961334 0.852058 0.426924 0.977709 0.994280 0.996667 0.996722
1500 0.942565 0.786509 0.278949 0.966751 0.987738 0.991045 0.991158
2000 0.924162 0.726002 0.182264 0.955915 0.979221 0.982841 0.983008
2500 0.906119 0.670151 0.119090 0.945201 0.969033 0.972519 0.972721
3000 0.888428 0.618596 0.0778128 0.934607 0.957446 0.960541 0.960757
3500 0.871082 0.571007 0.0508424 0.924132 0.944695 0.947294 0.947507
4000 0.854076 0.527079 0.0332201 0.913774 0.930989 0.933084 0.933282

326



E. K. Mutar, Z. A. H. Hassan RT&A, No 4 (89)
AN EFFICIENT SINGLE VARIABLE INVERSION ALGORITHM Volume 20, December 2025

1.00

0.99

°c o
© ©
N ®

Reliability
=}
S

o
©
5

- = Ryyp(®) .
0.94 Ry(t) D\

""" Reip (t) ‘.\

0.93

0 1000 2000 3000 4000
Time
Figure 3. The GLB, exact value, and LUB for the storage system'’s reliability for the period [500, 4000].

Fig. 3 shows the GLB, exact value, and LUB of the storage system. It demonstrates the decline in
reliability over time. After 2,500 days, these values fall below 0.969033, 0.972519, and 0.972721.

IV. Bridge topology of storage system

In this section, we demonstrate how to use the proposed algorithms to compute the reliability
function, GLB, and LUB for a storage system with a bridge topology consists of five disks, as shown

in Fig. 4.

Figure 4. A schematic diagram of the bridge topology of storage system.

The storage system illustrated in Fig. 4 can be mathematically represented as a graph ¢ = (V,E),
where V = {1,2,3,4} and E = {xq,x;, X3, %4, x5}, as shown in Fig. 5. This is a two-terminal, mixed,
connected graph that aims to generate all MPSs and MCSs between the source and sink nodes.

Output

Figure 5. A graph of the bridge topology of storage system.

Following Algorithm 1 outlined in subsection 2.2, the MPSs of the system shown in Fig. 5 can be
determined using these steps:
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Step 1: The CM matrix of the system in Fig. 2 is given in Eq. (28).

1 2 3 4
. [ X x 0
CM = 0 1 X3 Xy 28
g 0 x3 1 xg (28)
4 L0 0 0 1

Step 2: The S matrix of the system in Fig. 2 is given in Eq. (29).
x; % 0
x3 1 x5
Step 3: The determinant of S matrix is given in Eq. (30).
det(S) = xyx3%, — X1X4 + X X3Xs — XpXs (30)

This leads to the identification of four MPSs: P; = {x;,x,}, P, = {x3, x5}, Ps = {x3,x3,x,} and P, =
{x1, x3, x5}. Additionally, according to Algorithm 2 detailed in subsection II, the MCSs of the system
in Fig. 5 can be identified through the following steps:

Step 1: The AM matrix of the system in Fig. 2 is given in Eq. (31).

1 2 3 4

L0 m %o
AM=, [0 0 X X (31)

3 0 X3 0 x5

+ lo 0 o o

Step 2: The two first MCSs of the system in Fig. 2 is given as follows:
Cl = {x_l 'x_Z} and CZ = {X_4 'x_S}
Step 3: The set § = {{2}, {3}, {2,3}} matrix is given as follows:
e Fornode {2}, select the first and second rows with remove the second column, then C; =
{xz %3 , %}
e For node {3}, select the first and third rows with remove the third column, then C, =
{x1 %3 , %}
This leads to the identification of four MCSs: C, ={x; ,%;},C, = {x; ,%X5},C3 =
{x_Z 'E 'x_4} and C4 = {x_l 'x_3 'x_S}

Also, The GLB and exact value for the storage system's reliability depicted in Fig. 5 can be calculated
using the MPSs and the third algorithm as follows:

Step 1: Define all MPSs based on order, such that P; = {x;, x4}, P, = {x3, x5}, P; = {x3,%3,x,} and P, =
{x1, x3, x5}.
Step 2: For P, = {x;,x,} assume that Dy, = P;
A= 1_[ Pr{x;} =nmn
xi€Dg 1
Step 3: For P, = {x,, x5} assume that Dy, = P,
“ Py — Doy ={X1,%4} = D5 = {x_1Do,2} = {x1, %2, xs}and D,, = {x1x_4D0,2} = {X1, X2, X4, X5 }
=0, = 1_[ Pr{x;} + 1_[ Pr{x;} = nnryrs + nrnrs
x,:EDI'Z xiEDZ,Z
Step 4: For P; = {x;, x3,x,} assume that Dy 3 = P;
“ Py = Doz ={x} = D3 = {x_1D0,3} = {X1, X, X3, %4}
“Py—=Dy3={xs} =+ Dy3 = {x—5D1_3} = {X1, %3, X3, X4, X5} = A3 = 1_[ Pr{x;} = mrrnf;
XiED2'3
Step 5: For P, = {x4, X3, x5} assume that Dy, = P,
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Py = Do4 ={x4} = D14 = {x_4D0,4} = {xy, X3, X4, X5}
“ Py —=Dig={x} = Dyp = {@Dm} = {x1, X3, X3, X4, X5}
Py =Dyq ={@} = D34 = Dpy = {X1, X3, %3, Xy, X5} = Ay = 1_[ Pri{xi} = ninshars
Xl'ED3‘4
Additionally, The LUB and exact value for the storage system's reliability illustrated in Fig. 5 can
be computed using the minimal cuts and the third algorithm as follows:

Step 1: Define all MCSs based on order, such that C; = {X; ,x;},C, = {x; , %5}, C; = {X; , %3 ,%,} and

Co={x; , X3 ,%5}
Step 2: For C; = {x7 ,X,} assume that Dy, = C;

cp= ] pry=nn

Xi€D0,1
Step 3: For C, = {X; , x5} assume that D, = C,
C1— Do, ={X1 , X3} = D15 = {X1D0,2} = {x1,X4 , %5} and
D,, = {x_ixzDo,z} = {X1, %2, X4 , X5} = ff = 1_[ Pr{x;} + 1_[ Pr{x;} = n7yfs + 1ryTyfs
xiEDl_z xiEDZ,Z

Step 4: For C; = {X; ,X3 ,X;} assume that Dy3 = C;

€ =Doz ={x1} = Dy3= {x1D0,3} ={x,%; , X3 , X4}

Gy =Dy3={Xs} =" Dy3 = {x5D1‘3} ={x1,X; , X3 , Xy, X5}

= B3 = 1_[ Pr{x;} = nnnhrs

xl‘EDz'g

Step 5: For C, = {x; ,X3 , X5} assume that Dy, = C,

v €= Doy = {32} = Dy = {x2D0,4} = {X1,%2, %3, X5}

wCy =Dy ={Xa} = Dyy = {x4D1‘4} = {X1, %3, X3, X4, X5}

03— Dyy ={0} = D34 = Dyy = {X1,%2, X3, X4, X5}

= fy= | | Prico =rnmns

xiED3’4

Based on Egs. (14)-(16), the GLB, exact value, and LUB for the system reliability in Fig. 5 are provided
as follows:

Rgrp = 11y + 1i1als + 1i1alyts + F1asiyTs (32)
Ry = mry + Ii1prs + 1nafyrs + M1aranis + 1iarairs (33)
Ryyp = 1= (1 13 + 1 iyTs + Py + 1ipTa7Ts) (34)

Suppose the components {x;, X5, X3, X4, X5} of the system in Fig. 5 follow an exponential distribution,
with the AFRs of the components being {0.0568, 0.0599, 0.0143, 0.0673, 0.0726}, respectively. Based
on Egs. (32)-(34), the GLB, exact value, and LUB for the reliability of the storage system over the
period [500, 4000] can be summarized in Table 3 and illustrated in Fig. 6.

Table 3. The R, Rs and Ryyp of the bridge topology of storage system in Fig. 4.

Time

[days] X1 X2 X3 X4 X5 Reis Rg Riys
500 0.923070 0.918919 0.980476 0.909032 0.901968 0.978636 0.984657 0.984780
1000 0.852058 0.844412 0.961334 0.826339 0.813546 0.925874  0.943879 0.944623
1500 0.786509 0.775947 0.942565 0.751168 0.733793 0.855015 0.885343 0.887246
2000 0.726002 0.713032 0.924162 0.682836 0.661857 0.775402 0.815820 0.819241
2500 0.670151 0.655219 0.906119 0.620719 0.596974 0.693407 0.740811 0.745887
3000 0.618596 0.602093 0.888428 0.564253 0.538451 0.613216 0.664525 0.671197
3500 0.571007 0.553275 0.871082 0.512924 0.485666 0.537435 0.589997 0.598069
4000 0.527079 0.508415 0.854076 0.466264 0.438055 0.467544 0.519284 0.528477

329



E. K. Mutar, Z. A. H. Hassan RT&A, No 4 (89)

AN EFFICIENT SINGLE VARIABLE INVERSION ALGORITHM Volume 20, December 2025
1.0
0.9
Z08
=
=
E 0.7
0.6
== Ryyp(t) T N
Rs(t) el N
051 =-=-- Re.5(8) RN
0 1000 2000 3000 4000
Time

Figure 6. The GLB, exact value, and LUB for the bridge topology of storage system.

Fig. 6 illustrates the GLB, exact value, and LUB of the bridge topology of storage system in Fig. 4,
highlighting the decline in reliability over time. After 2,500 days, these values drop below 0.693407,
0.740811, and 0.745887. As shown in Table 3, the GLB and LUB obtained using the proposed
approach provide a significantly more accurate approximation of the true reliability. To further
compare this approach with the Min-Max bounds [28], Edge-packing bounds [29], and Esary-
Proschan bounds [30], we refer to Table 4.

Table 4. Comparison of the GLB and LUB established by the proposed method with other methods.

i ReLe Riys
Time - -
[days] Min- Edse— Esary- Propose R Propose Esary- Edse— Min-
Max packing  Proschan method method Proschan  packing Max
[28] [29] [30] [30] [29] [28]
500 0.8391 0.97246  0.984613  0.978636 0.984657 0.984780  0.999084  0.984900  0.991082
1000 0.704088  0.90737  0.943353  0.925874 0.943879 0.944623  0.989827 0945347  0.96762
1500 0.5908  0.823792  0.883354  0.855015 0.885343 0.887246  0.963792  0.889094  0.933759
2000 049574 0.733713  0.81114  0.775402 0.815820 0.819241  0.918574  0.822557  0.892753
2500 0415975 0.644416  0.732326  0.693407 0.740811 0.745887  0.856855  0.750798  0.84714
3000  0.349045 0.560083  0.65148  0.613216 0.664525 0.671197  0.783751  0.677641  0.798882
3500 0.292883  0.48289  0.572104  0.537435 0.589997 0.598069  0.704758  0.605848  0.74948
4000  0.245758 0.413738  0.496705  0.467544 0.519284 0.528477  0.624637  0.537317  0.70007

For the storage system illustrated in Fig. 5, the proposed approach outperforms the Min-Max bounds
and Edge-packing bounds. Its results are close to those of the Esary-Proschan bounds for the GLB.
Notably, the proposed approach also surpasses the Min-Max bounds, Edge-packing bounds, and
Esary-Proschan bounds for the LUB. Even more impressive is the significant improvement in
approximation precision, evidenced by the gap between the exact value for the storage system's
reliability and both the GLB and LUB. For instance, at time 2500, the gap between the true reliability
and the GLB using the proposed approach is 0.06, while the gap with the LUB is just 0.005. In other
words, the proposed approach achieves a more precise approximation of reliability than the
methods previously utilized.

V. Conclusion

For large systems, determining exact reliability measures can require a significant amount of time.
Often, bounding techniques can provide quicker approximations for a system's reliability or
unreliability. This research introduces three mathematical algorithms designed to analyze the
reliability of storage systems. The first two algorithms identify all MPSs and MCSs using the
connection and adjacency matrices of the system's graph. The third algorithm calculates critical
states of the reliability function by summing disjoint sets of MPSs and MCSs, which helps establish
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the system's reliability bounds. Compared to existing edge-packing methods, the proposed
approach offers more precise approximations of network reliability because it identifies and
considers a greater number of MPSs. This method demonstrates superior performance relative to
the Min-Max bounds and Edge-Packing bounds. Furthermore, its results closely match those of the
Esary-Proschan bounds for the GLB. Importantly, the proposed approach also surpasses the Min-
Max bounds, Edge-Packing bounds, and Esary-Proschan bounds when evaluating the LUB. These
algorithms effectively identify MPSs and MCSs, calculate their bounds, and provide both visual and
numerical representations of the results. The computation of MPSs, MCSs, and reliability bounds is
demonstrated using storage systems. This research primarily addresses the challenge of expanding
networked systems to enhance their reliability. In our future work, we plan to apply the reliability
evaluation technique developed in this study to tackle additional issues related to complex
networked systems, including vulnerability detection, protection against intentional attacks, and
optimization of maintenance strategies. We are also interested in extending the proposed reliability
evaluation technique to k-terminal networks, where the MPSs and MCSs are represented as Steiner
trees or cuts.
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