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Abstract

ISO/IEC 17025, the internationally recognized standard for the competence of testing and
calibration laboratories, fundamentally embeds risk-based thinking (RBT) as a cornerstone for
achieving and maintaining the reliability of measurement results and the robust management of
measurement uncertainty. This article critically examines the synergistic application of RBT to
proactively address the inherent and often complex challenges associated with quantifying and
controlling measurement uncertainty. It aims to provide laboratories with practical, actionable
insights into leveraging modern tools and methodologies that are not only compliant with ISO/IEC
17025 requirements but also enhance operational effectiveness. By exploring a spectrum of
advanced statistical techniques (such as Monte Carlo simulations and Bayesian approaches), the
integration of sophisticated digital tools (including LIMS, specialized uncertainty software, and
data analytics), and the adoption of innovative operational practices, this study delineates a clear
roadmap. The ultimate goal is to empower laboratories to bolster confidence in their measurement
outcomes, ensure unimpeachable metrological traceability, stringently adhere to regulatory and
customer compliance, and foster a culture of continuous improvement in their quality management
systems.

Keywords: risk-based thinking, measurement uncertainty, ISO/IEC 17025,
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I. Introduction

The ISO/IEC 17025 standard, a cornerstone for testing and calibration laboratories
worldwide, provides a framework for ensuring technical competence and generating reliable
results. Central to this standard are two interrelated principles: risk-based thinking and
measurement uncertainty management. These concepts not only underpin a laboratory's quality
management system but also play a pivotal role in maintaining customer trust, improving
decision-making, and ensuring compliance with the standard's requirements.

Risk-based thinking, as emphasized in ISO/IEC 17025:2017 [8], shifts the focus from
reactive problem-solving to proactive identification and mitigation of potential risks. It requires
laboratories to systematically analyze all factors that could affect the validity of their results and
implement appropriate controls to mitigate these risks. This approach aligns closely with the
process-oriented nature of modern ISO standards, including ISO 9001, and ensures that

322



Rashid Mammadov
RISK-BASED THINKING AND MEASUREMENT UNCERTAINTY:

ADDRESSING ISO/IEC 17025 CHALLENGES WITH MODERN RT&A, No 3 (86)
TOOLS Volume 20, September 2025

laboratories can consistently deliver accurate and reliable results, even in complex and dynamic
environments.

On the other hand, measurement uncertainty quantifies the doubt associated with a
measurement result. As laboratories strive for precision, they must account for multiple sources of
uncertainty, such as equipment variability, environmental factors, and human error. ISO/IEC 17025
mandates the evaluation, documentation, and reporting of measurement uncertainty, as it directly
impacts the traceability and reliability of calibration results [8].Proper management of
measurement uncertainty not only ensures compliance with the standard but also enhances
decision-making processes and strengthens confidence in laboratory results.

While risk-based thinking and measurement uncertainty are distinct concepts, their
integration is critical for laboratory success. Risk-based thinking helps identify and prioritize
factors that contribute to measurement uncertainty, enabling laboratories to implement targeted
strategies for improvement. Conversely, effective uncertainty management reduces risks
associated with measurement errors and enhances the laboratory's overall quality.

However, implementing these principles poses several challenges for laboratories. The
calculation and interpretation of measurement uncertainty require specialized skills, advanced
statistical methods, and robust documentation practices [6]. Similarly, adopting a risk-based
approach demands a cultural shift within the organization, supported by tools and systems for risk
identification, evaluation, and mitigation.

In recent years, advancements in digital technologies, automation, and data analytics have
provided laboratories with new opportunities to address these challenges [4]. Software tools,
Internet of Things (IoT) devices, and machine learning algorithms are now being leveraged to
streamline uncertainty calculations, monitor environmental conditions, and facilitate risk
assessments. By integrating these modern tools into their operations, laboratories can enhance
compliance with ISO/IEC 17025, improve efficiency, and deliver results with greater confidence.

This article explores the synergy between risk-based thinking and measurement
uncertainty management within the framework of ISO/IEC 17025. It examines the challenges
laboratories face in implementing these concepts, highlights innovative tools and methods
available to address these challenges, and provides practical insights for laboratories aiming to
enhance their calibration processes and achieve sustainable improvement. Through this
exploration, the article underscores the critical role of modern tools in bridging the gap between
standards and innovations, paving the way for more effective and reliable laboratory practices.
Optical Marker Recognition (OMR) technologies, utilizing optical scanners, are commonly
employed to automatically process the results of large-scale test exams . OMR scanners are favored
for their high speed and reasonable accuracy. This approach allows for an objective assessment of a
significant number of exam forms within a short timeframe, achieving nearly perfect recognition
accuracy.

II. The Role of Risk-Based Thinking in ISO/IEC 17025

Risk-based thinking is a fundamental concept introduced in ISO/IEC 17025:2017 to ensure
that laboratories adopt a proactive approach to managing risks that could impact their ability to
deliver reliable, accurate, and valid results. This principle permeates all aspects of laboratory
operations, from resource management to technical processes, emphasizing the need for systematic
risk identification, evaluation, and mitigation.

Risk-based thinking is a structured approach that helps organizations anticipate and
address potential risks and opportunities [7]. Unlike traditional reactive approaches, which focus
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on correcting problems after they occur, risk-based thinking emphasizes preventive measures to
minimize the likelihood of adverse events [17]. For laboratories, this involves identifying factors
that could compromise measurement accuracy, calibration traceability, and compliance with
ISO/IEC 17025 requirements [8].

The ISO/IEC 17025 standard does not prescribe specific risk management tools but
requires laboratories to evaluate risks and opportunities within their management systems.
Laboratories must demonstrate how they:

¢ Identify potential risks and their sources [3].

¢ Assess the likelihood and impact of these risks.

¢ Implement control measures to mitigate or eliminate risks.

¢ Continuously monitor and review risks to ensure effectiveness

Risk-based thinking supports ISO/IEC 17025's overarching goal of fostering a culture of
quality and reliability in laboratory operations [16]. It plays a critical role in several areas [2]:

* Enhancing Decision-Making: Risk-based thinking enables laboratories to make
informed decisions by prioritizing risks based on their significance. For example, risks
associated with critical calibration equipment or environmental conditions can be addressed
promptly to ensure accurate measurements.

¢ Improving Measurement Validity: By identifying factors that contribute to
measurement errors, laboratories can take proactive steps to reduce uncertainty and improve
the validity of their results. This aligns with ISO/IEC 17025’s emphasis on providing
technically sound and reliable measurements.

* Supporting Continuous Improvement: Risk-based thinking encourages a cycle of
ongoing evaluation and improvement. By regularly reviewing risks and opportunities,
laboratories can adapt to changing conditions, new technologies, and evolving customer
requirements.

¢ Aligning with Other Standards: ISO/IEC 17025’s risk-based approach is consistent
with other management system standards, such as ISO 9001. Laboratories with integrated
management systems benefit from a unified methodology for managing risks across their
operations.

Measurement uncertainty is a critical component of any calibration or testing process and
forms the cornerstone of compliance with ISO/IEC 17025. It represents the quantifiable doubt
associated with a measurement result, ensuring that reported values are accompanied by a level of
confidence in their accuracy. This section delves into the concept of measurement uncertainty, its
significance, and the statistical methods used for its evaluation, along with visual illustrations to
clarify key concepts.

Measurement uncertainty is defined in the Guide to the Expression of Uncertainty
in Measurement (GUM) as a parameter, associated with the result of a measurement,
that characterizes the dispersion of the values that could reasonably be attributed to the
measurement [9]. It quantifies the range within which the true value of a measurement is expected
to lie, considering all known factors contributing to variability.

e For laboratories, the management of measurement uncertainty is essential for:

¢ Ensuring the reliability and traceability of results.

e Making informed decisions based on measurement data.

¢ Demonstrating technical competence in compliance with ISO/IEC 17025.

Measurement uncertainty arises from various sources, which can be broadly categorized
into the following:

1. Instrumental Uncertainty: Variability in readings due to limitations in the

measuring instrument.
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2. Environmental Factors: Changes in temperature, humidity, and other conditions
that affect measurements.
3. Operator Influence: Variability caused by human error during measurements.
4. Reference Standards: Uncertainty in the calibration of reference materials or
equipment.
5. Methodological Errors: Variability arising from the choice and application of

measurement methods.

Measurement uncertainty is typically evaluated using statistical methods, which include

the following steps [12]:

1.

Identifying Sources of Uncertainty: All potential sources are listed and quantified
[1].

Quantifying Uncertainty Components: Each source is assigned a standard
uncertainty (Type A or Type B).

Combining Uncertainty Components: The combined standard uncertainty is
calculated using the root-sum-of-squares method.

Calculating Expanded Uncertainty: The expanded uncertainty is obtained by
multiplying the combined uncertainty by a coverage factor (k) based on the
desired confidence level.

Measurement uncertainty plays a pivotal role in laboratory operations, ensuring

reliability, traceability, and validity of results. By adopting systematic approaches for uncertainty

evaluation and leveraging statistical tools, laboratories can enhance compliance with ISO/IEC

17025 while building trust with their clients. Statistical analysis, graphical representation, and

continuous monitoring are essential for effective uncertainty management, contributing to overall

quality improvement in calibration and testing processes.

Below is an example of a hypothetical laboratory scenario with identified uncertainty

sources and their contribution (table 1).

Table 1: Uncertainty sources and their contributions

Source Type | Value () | Unit Unf:::tr:iir?:; )
Instrument resolution | TypeB | 0.05 mm 0.029
Temperature variation | TypeB | 0.1 °C 0.058
Operator variability Type A | 0.2 mm 0.115
Calibration standard TypeB | 0.05 mm 0.029

Combined Standard Uncertainty (u.):Using the root-sum-of-squares method.

ue = JuZ + ud+ui+u? = v0.0297+0.0582+0.115% + 0.029% = 0.13 mm (1)

Expanded Uncertainty (U): for a 95% confidence level (k = 2):

U=k+u,=2%0.13 =026 mm (2)

To better understand the impact of uncertainty, a statistical graph can represent the
distribution of measurement results, considering uncertainty. A normal distribution graph with a
mean of 10 mm and an expanded uncertainty of +0.26 mm (95% confidence interval) illustrates the
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range of likely values (fig. 1)
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Figure 1: Normal distribution of measurement results

The pie chart above illustrates the relative contributions of various uncertainty sources to
the overall measurement uncertainty. The largest contributor is operator variability (50%),
followed by temperature variability (25%), instrument resolution (15%), and calibration standard
error (10%). These visuals highlight areas where efforts should be focused to reduce uncertainty

(fig. 2).

Contribution of Uncertainty Sources

Operator Variability

Instrument Resolution

Temperature Variability Calibration Standard Error

Figure 2: Contribution of Uncertainty Sources

The integration of risk-based thinking and uncertainty management in laboratories,
especially under the ISO/IEC 17025 framework, involves significant challenges. These challenges
arise due to the complexity of accurately quantifying measurement uncertainty, embedding risk-
based practices into existing management systems, and balancing technical requirements with
resource constraints. This section delves into these challenges, highlights key contributing factors,
and uses statistical visuals and tables to illustrate the issues.

Laboratories often face difficulties in identifying risks that impact measurement
uncertainty. Common sources of these risks include:

e Environmental Factors: Temperature, humidity, and vibration can affect
equipment performance.

e Instrumental Limitations: Drift in calibration equipment or improper maintenance
leads to variability in results.
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e Human Factors: Operator skill levels and inconsistencies in procedural adherence
contribute to measurement uncertainty.
e Insufficient Data: Limited historical data or incomplete records hinder accurate
uncertainty calculations.
Implementing risk-based thinking requires a cultural shift and systematic changes across
laboratory operations. Key challenges include:
1. Complexity of Risk Evaluation: Laboratories often lack clear methodologies or
tools for evaluating risks related to measurement processes (table 2).
2.Data Overload: Managing large datasets from multiple sources (e.g., instruments,
environmental monitoring systems) can overwhelm laboratories.
3.Resource Constraints: Limited budgets and trained personnel impede the
implementation of sophisticated risk management systems.
A critical challenge lies in accurately quantifying and managing uncertainty
measurement. Laboratories struggle with [10]:
e Identifying and Quantifying Sources: Not all uncertainty sources are easily
identifiable or quantifiable.
e Combining Uncertainties: The process of propagating uncertainty through
complex calculations is error-prone without automated tools.
e Expanded Uncertainty Calculation: Determining the correct coverage factor (k)
and interpreting results for specific confidence levels is challenging.

Table 2: Common risk sources and their impact on measurement uncertainty

Risk Source Impact.on Mitigation Challenges
Uncertainty

Environmental variability | Increased drift in High cost of monitoring equipment
measurement values

Equipment degradation Reduced accuracy and Regular maintenance scheduling
reliability complexities

Operator inconsistency Higher variability in Training and competency
results assessment limitations

Data inaccuracies Erroneous uncertainty Implementation of digital systems
calculations

III. Modern Tools for Risk-Based Thinking and Uncertainty Management

Advancements in technology have transformed how laboratories implement risk-based
thinking and manage measurement uncertainty. Modern tools provide efficient, accurate, and
scalable solutions to identify risks, quantify uncertainty, and ensure compliance with ISO/IEC
17025. This section explores these tools, highlights their functionalities, and presents statistical
visuals and tables to support the discussion [20].

1. Risk Management Software
e Tools like RiskWatch and Risk Register enable laboratories to document,
prioritize, and monitor risks systematically.
¢ Features include automated risk scoring, historical data analysis, and customizable
dashboards for tracking risk mitigation progress.
2.Failure Mode and Effects Analysis (FMEA) Tools
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e FMEA software automates the identification of potential failure points in
processes, assigning severity, occurrence, and detection ratings to calculate Risk Priority
Numbers (RPNs) [15].

e Example software: APIS IQ-RM or Relyence FMEA

This table demonstrates how risks in calibration processes can be assessed and prioritized
for mitigation (table 3).

Modern tools, such as risk management software, uncertainty calculation platforms, IoT
devices, and Al algorithms, revolutionize how laboratories implement risk-based thinking and
manage measurement uncertainty [14].

These tools enable laboratories to address complex challenges with precision, enhance
compliance with ISO/IEC 17025, and improve operational efficiency [18]. Statistical methods like
Monte Carlo simulations and failure analysis models further optimize laboratory processes,
ensuring accuracy and reliability in calibration and testing [13].

Table 3: FMEA example for a calibration process

. Severit Detection Risk Priorit
Failure Mode (yS) Occurrence (O) (D) Number (RIZIN)
Incorrect calibration 8 4 3 96
Instrument drift 7 5 4 140
Environmental variability 6 3 5 20

IV. Conclusion

The integration of risk-based thinking and measurement uncertainty management is
essential for ensuring compliance with ISO/IEC 17025 and maintaining the reliability of laboratory
results. However, laboratories face significant challenges in implementing these principles,
including the complexity of uncertainty evaluation, data overload, human and environmental
variability, and resource constraints.

To overcome these challenges, modern tools and technologies provide efficient and
reliable solutions. Risk management software, such as FMEA tools and digital risk registers, helps
laboratories systematically identify, evaluate, and mitigate risks. Uncertainty calculation software,
including GUM Workbench and statistical analysis platforms like Python and MATLAB, automate
complex calculations and minimize errors [19]. Additionally, IoT-enabled environmental
monitoring systems and Al-driven predictive maintenance enhance the precision and stability of
measurement processes, reducing uncertainty over time [11].

The adoption of these modern tools not only ensures compliance with ISO/IEC 17025 but
also fosters a culture of continuous improvement and efficiency in laboratory operations. Moving
forward, laboratories that integrate these advanced solutions will be better positioned to reduce
uncertainty, mitigate risks, and deliver high-quality, reliable measurements in an increasingly
complex and demanding scientific environment [5].
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